
   
 

 
 

PENNSYLVANIA HEALTH INSURANCE EXCHANGE AUTHORITY D/B/A PENNIE® 
NON-EXCHANGE ENTITY AGREEMENT 

  
THIS NON-EXCHANGE ENTITY AGREEMENT (hereinafter “Agreement”) is entered 

into between the Pennsylvania Health Insurance Exchange Authority d/b/a Pennie® (“PHIEA”), a 
state-affiliated entity established within the Commonwealth of Pennsylvania pursuant to the Health 
Markets Oversight Act, Act 42 of 2019, 40 Pa.C.S. §§ 9301-9314, and the person, individual or 
entity, accessing the Exchange Platform and whose name appears on PHIEA’s Learning 
Management System account (hereinafter “Enrollment Assister”).  

 
PHIEA is authorized under the Patient Protection and Affordable Care Act (Public Law 

111-148), as amended by the Health Care and Education Reconciliation Act of 2010 (Public Law 
111-152) (collectively known as “the Affordable Care Act” or “ACA”), and Act 42 of 2019, to 
establish and operate in this Commonwealth a technical platform that facilitates or assists in 
facilitating enrollment of eligible individuals in Qualified Health Plans and Qualified Dental Plans.   

 
In furtherance thereof, PHIEA must provide third-party access to the Exchange Platform 

to those who have a consumer assistance function. 45 C.F.R. § 155.205(d)(1). These Enrollment 
Assisters will assist qualified individuals to enroll in Qualified Health Plans and Qualified Dental 
Plans, applying for Advanced Premium Tax Credits, and Cost Sharing Reductions as applicable, 
to the extent that the Enrollment Assisters are permitted to do so by Federal and State Law. 45 
C.F.R. § 155.205(d). 

 
The contractual relationship between PHIEA and the Enrollment Assister set forth in this 

Agreement is expected to involve the transmission of Personally Identifiable Information (“PII”) 
as that term is defined herein, for purposes authorized under the ACA,  the Health Insurance 
Portability and Accountability Act of 1996 (“HIPAA”), and other applicable Federal and State 
Laws including, but not limited to, assisting customers with the application process for Qualified 
Health Plans and Qualified Dental Plans and determining eligibility for insurance affordability 
programs.  

 
The Enrollment Assister’s access to PII submitted to PHIEA shall make the Enrollment 

Assister a “Non-Exchange Entity” (as defined in Article 1).  All persons enrolling qualified 
individuals in Qualified Health Plans and Qualified Dental Plans in a manner that constitutes 
enrollment through the Exchange Platform, or assisting qualified individuals in applying for 
insurance affordability programs must comply with the terms of an agreement between the 
Enrollment Assister/Non-Exchange Entity and PHIEA. 45 C.F.R. § 155.260. As such, PHIEA 
requires the acknowledgement, affirmation, and acceptance of this Agreement as a condition 
precedent to the Enrollment Assister’s certification to become an Enrollment Assister with access 
to the Exchange Platform.  

 
PHIEA and the Enrollment Assister each acknowledge and agree that they enter into this 

Agreement for the purposes, among others as may be detailed herein, of ensuring the 
confidentiality, privacy and security of data accessed by the Enrollment Assister or exchanged 
between the parties under this Agreement, compliance with the requirements of the ACA, 
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including 45 C.F.R. § 155.260(b)(2), and other applicable Federal and State Laws, regardless of 
whether otherwise applicable to the Enrollment Assister. 

 
Article 1 – General Contract Terms 

 
1.1 Definitions. 
 

a. Advance Premium Tax Credit (“APTC”) means advanced payments of the 
premium tax credit authorized by 26 U.S.C. § 36B and otherwise defined as 
advanced payment of the premium tax credits in 45 C.F.R. § 155.20.  
 

b. Applicant has the same meaning as in 45 C.F.R. § 155.20.  
 

c. Breach has the same meaning as in OMB Memorandum M-17-12 (January 3, 2017), 
and means the loss of control, compromise, unauthorized disclosure, unauthorized 
acquisition, or any similar occurrence where (1) a person other than an authorized 
user accesses or potentially accesses PII, or (2) an authorized user accesses or 
potentially accesses PII for an other-than-authorized purpose.  For purposes of this 
definition, unless otherwise inconsistent with OBM Memorandum M-17-12, a 
Breach shall also constitute a breach in accordance with the applicable provisions of 
the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), 
including the Administrative Simplification Provisions of HIPAA, as codified at 42 
U.S.C. § 1320d et seq., and the Health Information Technology for Economic and 
Clinical Health Act of 2009 (“HITECH”).  
 

d. Cost-Sharing Reductions (“CSRs”) has the same meaning as in 45 C.F.R. 
§ 155.20. 
 

e. Customer has the same meaning as Enrollee as defined in 45 C.F.R. § 155.20 who 
is enrolled in a Qualified Health Plan or Qualified Dental Plan offered through the 
Exchange Platform. 
 

f. Enrollment Assister or Contractor means a navigator, in-person assister, certified 
application counselor, other similar Non-Exchange Entity and their employees, or 
individuals or groups of individuals, certified by PHIEA, who may facilitate 
enrollment in Qualified Health Plans or Qualified Dental Plans offered through the 
Exchange Platform or perform similar consumer assistance functions and have 
entered into this Agreement with PHIEA.  
 

g. Entity means any person, whether an individual or legal organization, whose 
business is directly related to enrollment through the Exchange Platform, or to assist 
Qualified Individuals in applying for APTC and/or CSRs, and in applying for and 
enrolling in Qualified Health Plans or Qualified Dental Plans in a manner that is 
considered to be through the Exchange Platform. 
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h. Exchange or Exchange Authority means a health insurance exchange as 
contemplated by the ACA, established or operating in this Commonwealth, that 
facilitates or assists in facilitating enrollment in QHPs and QDPs.  This definition 
includes the Pennsylvania Health Insurance Exchange Authority d/b/a Pennie® 
(PHIEA), which was created pursuant to Act 42 of 2019, 40 Pa.C.S. §§ 9301-9314, 
and facilitates the sale of Qualified Health Plans and Qualified Dental Plans on the 
Exchange Platform. 
 

i. Exchange Platform means the technical platform which PHIEA makes available to 
health insurers to sell QHPs and QDPs to Customers. 
 

j. Federal and State Law(s) means any and all applicable federal and state laws, rules, 
regulations, or guidance documents, as amended during the course of this 
Agreement, whether applicable singularly or in concert, that are not otherwise 
specified by name or legal citation, including, but not limited to Act 42 of 2019, 40 
Pa.C.S. §§ 9301-9314; the Patient Protection and Affordable Care Act (Public Law 
111-148), as amended by the Health Care and Education Reconciliation Act of 2010 
(Public Law 111-152) and the regulations promulgated thereunder; the Health 
Insurance Portability and Accountability Act of 1996 (HIPAA, including the 
Administrative Simplification Provisions of HIPAA, as codified at 42 U.S.C. § 
1320d et seq.), and the regulations promulgated thereunder, and the Health 
Information Technology for Economic and Clinical Health Act of 2009 
(“HITECH”). 
 

k. Health Insurance Portability and Accountability Act (“HIPAA”) means the 
Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191, 
as amended, and its implementing regulations.  
 

l. Incident, or Security Incident, has the same meaning as in OMB Memoranda M-
17-12 (January 3, 2017) and means an occurrence that (1) actually or imminently 
jeopardizes, without lawful authority, the integrity, confidentiality, or availability of 
information or an information system; or (2) constitutes a violation or imminent 
threat of violation of law, security policies, security procedures, or acceptable use 
policies.  For purposes of this definition, an Incident or Security Incident, where not 
inconsistent with OMB Memorandum M-17-12, shall also constitute an Incident or 
Security Incident under the applicable provisions of HIPAA, including the 
Administrative Simplification Provisions of HIPAA, as codified at 42 U.S.C. § 
1320d et seq., and HITECH. 
 

m. Non-Exchange Entity has the meaning set forth in 45 C.F.R. § 155.260(b)(1).  
 

n. Patient Protection and Affordable Care Act (“Affordable Care Act” or “ACA”) 
means the Patient Protection and Affordable Care Act (Public Law 111-148), as 
amended by the Health Care and Education Reconciliation Act of 2010 (Public Law 
111-152), which are referred to collectively as the Affordable Care Act or the ACA.  
 



FORM APPROVAL: 130-FA-2.2  

4 
 

o. Pennie means the Pennsylvania Health Insurance Exchange Authority and its 
Exchange Platform. 
 

p. Personally Identifiable Information (PII) has the same meaning as in OMB 
Memorandum M-17-12 (January 3, 2017), and refers to any information that 
identifies or describes an individual, including, but not limited to, his or her name, 
social security number, physical description, home address, home telephone 
number, education, financial matters, medical or employment history, and 
statements made by, or attributed to, the individual.  It also includes any identifiable 
information collected from or about an individual for purposes of determining 
eligibility for enrollment in a Qualified Health Plan or Qualified Dental Plan, 
determining eligibility for other insurance affordability programs, determining 
eligibility for exemptions from the individual responsibility provisions, or any other 
use of such individual’s identifiable information in connection with the Exchange 
Platform and PHIEA.  For the purposes of this Agreement, PII includes Protected 
Health Information or Personal Health Information (“PHI”) and has the same 
definition as it does in HIPAA, including individually identifiable health 
information that is transmitted or maintained in any form or medium (electronic, 
oral, or paper). 
 

q. Plan Year has the meaning set forth in 45 C.F.R. § 155.20. 
 

r. Qualified Dental Plan (“QDP”) means a dental plan that has a certification that it 
meets the standards described in subpart C of part 156 of the United States 
Department of Health and Human Services’ (“DHHS”) regulations, 45 C.F.R. Part 
156, Subpart C, issued or recognized by PHIEA to offer dental insurance plans on 
the Exchange Platform. 
 

s. Qualified Health Plan (“QHP”) has the meaning set forth in 45 C.F.R. § 155.20.  
For purposes of this Agreement, QHP shall also include QDPs certified to sell 
products on the Exchange Platform. 
 

t. Qualified Individual has the meaning set forth in 45 C.F.R. § 155.20.  
 

u. State-based Exchange (“SBE”), means an Exchange established by a State to offer 
individual market coverage utilizing a State Exchange platform to support select 
eligibility and enrollment functions as described under 45 C.F.R. § 155.106(a). 
 

v. Unsecured PII shall include, but not be limited to, electronic PII that is not 
encrypted by use of an algorithmic process to transform data into a form in which 
there is a low probability of assigning meaning without use of a confidential process 
or key. 

 
1.2 Effective Date. This Agreement shall be effective as of the date and time executed by 

Enrollment Assister in accordance with Section 5.18 hereof.    
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Article 2 – Duties and Obligations 
 

2.1 Obligations and Duties of the Enrollment Assister.  Enrollment Assisters enrolling 
Applicants, Customers, or Qualified Individuals in QHPs in a manner that constitutes 
enrollment through the Exchange Platform or assisting Applicants, Customers, or Qualified 
Individuals in applying for APTC and/or CSRs, must comply with the terms of an agreement 
between the Enrollment Assister and PHIEA.  45 C.F.R. § 155.220(d).  In furtherance of this 
function and in acknowledgment of this Agreement, Enrollment Assister warrants and 
covenants that: 
 

a. Enrollment Assister will register with PHIEA and complete all 
certification requirements, including any required trainings, by such 
date as set by PHIEA, and in advance of assisting Customers or 
interacting with the Exchange Platform. 
 

b. Enrollment Assister will submit to training as required by PHIEA and 
Federal and State Law.  
 

c. Enrollment Assister will comply with the privacy and security standards 
promulgated by PHIEA pursuant to this Agreement, 45 C.F.R. § 
155.260(b), and applicable Federal and State Law.  
 

d. Enrollment Assister will comply with any and all Federal and State 
Laws, PHIEA policies and procedures, and Pennsylvania Insurance 
Department regulations, policies, and procedures. This includes, but is 
not limited to, any required trainings and certifications applicable to the 
conduct of the activities and confidentiality requirements that are the 
subject of this Agreement. 
 

e. Enrollment Assister agrees to provide the Exchange functions 
contemplated by this Agreement in a fair, accurate, impartial, and 
professional manner, consistent with industry standards. Enrollment 
Assister, its agents and employees, shall always be courteous and 
interact with PHIEA staff, Applicants, Customers, and Qualified 
Individuals in a professional and respectful manner by, at a minimum, 
refraining from those prohibited acts set forth in 40 P.S. § 310.11. 

  
2.2 Proper Uses of Exchange Platform.  Enrollment Assister acknowledges and agrees that 

proper use of the PHIEA Exchange Platform consistent with this Agreement, PHIEA policies 
now and hereinafter adopted, and Federal and State Law, is a condition of Enrollment 
Assister’s authority under this Agreement, and acknowledges and agrees that proper uses 
may include, but are not limited to, the following: 
 

a. Enrollment Assister may only have one Exchange Platform account.  
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b. Only Enrollment Assister may use the log-in credentials Enrollment 
Assister created to access the Exchange Platform.  

 
c. Enrollment Assister agrees to safeguard its log-in credentials and not allow 

any other person, including but not limited to, administrative staff, 
assistants, or other employees, to use Enrollment Assister’s log-in 
credentials. 

 
d. Enrollment Assister acknowledges and agrees that PHIEA may undertake 

compliance actions for improper use of the Exchange Platform, including, 
but not limited to, termination of this Agreement and recommendation that 
action be taken against Enrollment Assister’s license.  
 

2.3 Conflict-of-Interest Standards. By executing this Agreement, Exchange Assister is attesting 
that neither it nor Exchange Assister’s staff is a health insurance issuer; a subsidiary of a 
health insurance issuer; an association that includes members of, or lobbies on behalf of, the 
insurance industry; and will not receive any consideration directly or indirectly from any 
health insurance issuer or issuer of stop loss insurance in connection with the enrollment of 
any individuals in a QHP or QDP.  
 

2.3.1 Exchange Assister Conflict-of-Interest Obligations. Exchange Assister must: 
 

a. submit to PHIEA annually a written plan to remain free from conflicts-of-
interest during the Plan Year; 
 

b. provide information to consumers about the full range of QHP options and 
insurance affordability programs for which they are eligible; 

 
c disclose to PHIEA and each consumer who receives application assistance 

from the Exchange Assister: 
 

i. any lines of insurance business not covered by the restrictions on 
participation and prohibitions on conduct set forth in 45 C.F.R. § 
155.210(d), which Exchange Assister intends to sell while carrying out the 
consumer assistance functions; 
 

ii. any existing employment relationships, or any former employment 
relationships within the last five (5) years, with any health insurance issuers 
or issuers of stop loss insurance, or subsidiaries of health insurance issuers 
or issuers of stop loss insurance, including any existing employment 
relationships between a spouse or domestic partner and any health insurance 
issuers or issuers of stop loss insurance, or subsidiaries of health insurance 
issuers or issuers of stop loss insurance; and 
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iii. any existing or anticipated financial, business, or contractual relationships 
with one or more health insurance issuers or issuers of stop loss insurance, 
or subsidiaries of health insurance issuers or issuers of stop loss insurance. 

    
2.4 Permitted Uses and Disclosure of PII by the Enrollment Assister.  Enrollment Assister may 

only use or disclose PII as necessary to perform the services contemplated in this Agreement 
or as required by Federal and State Law.  Enrollment Assister agrees to make uses, 
disclosures, and requests for PII consistent with PHIEA’s policies and procedures regarding 
minimum necessary use of PII.  Enrollment Assister shall not use or disclose PII in a manner 
that would violate 45 C.F.R. § 155.260. 
 
Except as otherwise limited in this Agreement, Enrollment Assister agrees to disclose PII for 
the proper management and administration of its enrollment functions, or legal 
responsibilities of the Enrollment Assister, only when (i) such disclosures are required by 
law, or (ii) Enrollment Assister obtains reasonable assurances from the person to whom the 
information is disclosed that the information will remain confidential and be used or further 
disclosed only as required by Federal and State Law or for the purpose for which it was 
disclosed to the person, and the person notifies the Enrollment Assister of any instances of 
which they are aware the confidentiality of the information has been Breached. 
 
 2.4.1 Enrollment Assister shall not: 

 
a. Directly or indirectly receive remuneration in exchange for any PII of 

an individual. For the avoidance of doubt, this provision shall not 
preclude Enrollment Assister from receiving payment for the provision 
of services that are required by Federal and State Law. 
 

b. Use or disclose PII for the purposes of marketing a product or service 
unless necessary to perform its Exchange-related functions or required 
by Federal and State Law. For the purposes of this provision, 
“marketing” shall mean a communication about a product or service that 
encourages recipients of the communication to purchase or use the 
product or service. 

 
2.5 Duties of the Enrollment Assister Relative to PII.  Enrollment Assister shall not use or 

disclose PII other than as permitted or required by this Agreement or as required by Federal 
or State Law. 

 
2.5.1 Enrollment Assister shall use appropriate administrative, technical, and physical 

safeguards to protect the privacy of PII including, without limitation, by storing 
electronic PII in encrypted format. 
 

2.5.2 Enrollment Assister shall use privacy and security standards at least as protective as 
PHIEA has established and implemented for itself.  For example, and without 
limitation, Enrollment Assister shall comply with the standards, implementation 
specifications, operating rules, and code sets adopted in 45 C.F.R. Parts 160 and 162, 
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regardless of whether they are otherwise made applicable to Enrollment Assister 
pursuant to 45 C.F.R. § 155.270(a), to provide for the secure transmission of PII and to 
prevent use or disclosure of PII other than as provided in this Agreement.  
 
Further, the Enrollment Assister shall: 

 
1. implement administrative, physical, and technical safeguards to protect PII 

accessed pursuant to this Agreement from loss, theft, or inadvertent disclosure; 
 

2. safeguard PII at all times, regardless of whether or not the Enrollment Assister’s 
employee, contractor, or agent is at his or her regular duty station; 

 
3. ensure that laptops and other electronic devices/media containing PII are 

encrypted and password protected; 
 

4. send emails containing PII only if encrypted and being sent to, and being 
received by, email addresses of persons authorized or intended to receive such 
information; 

 
5. limit disclosure of the information and details relating to a PII loss only to those 

with a legal right to know or possess the information; and 
 

6. restrict access to PII to only those authorized employees, contractors, and agents 
who need such data to perform their official duties in connection with purposes 
identified in this Agreement; such restrictions shall include, at a minimum, role-
based access that limits access to those individuals who need it to perform their 
official duties in connection with the uses of data authorized in this Agreement. 
Further, the Enrollment Assister shall advise all users who will have access to 
the data provided under this Agreement of the confidential nature of the data, 
the safeguards required to protect the data, and the civil and criminal sanctions 
for noncompliance contained in the applicable Federal and State Laws. 

 
2.5.3 Enrollment Assister shall monitor, periodically assess, and update its security controls 

and related system risks, to ensure the continued effectiveness of those controls. 
 

2.5.4 Enrollment Assister shall inform PHIEA of any change in its administrative, technical, 
or operational environments to the extent any are material to its performance under this 
Agreement. Matters material to Enrollment Assister’s performance under this 
Agreement expressly includes staff and employment changes to the extent such former 
employee or agent had access to the Exchange Platform. 
 

2.5.5 Enrollment Assister shall require any agents or downstream entities to which access to 
PII is granted in connection with this Agreement to adhere to privacy and security 
standards and obligations that are the same or at least as protective as those to which 
Enrollment Assister hereby agrees. 
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2.5.6 Enrollment Assister shall report to PHIEA any Breach of PII, including all suspected 
or confirmed Incidents involving loss or suspected loss of PII of which it becomes 
aware.  Enrollment Assister further agrees to report to PHIEA any Incident of which it 
becomes aware without unreasonable delay, and in no case later than twenty-four (24) 
hours after discovery of the Incident.   
 

2.5.7 If the use or disclosure amounts to a Breach of Unsecured PII, the Enrollment Assister 
shall ensure its report: 

 
a. is made to PHIEA in accordance with Subsection 2.5.6, except where a 

law enforcement official determines that a notification would impede a 
criminal investigation or cause damage to national security.  Enrollment 
Assister must notify PHIEA of an Incident involving the acquisition, 
access, use, or disclosure of PII in a manner permitted under 45 C.F.R. 
§ 155.260 or this Agreement within twenty-four (24) hours after 
discovery of an Incident even if Enrollment Assister has not 
conclusively determined within that time that the Incident constitutes a 
Breach as defined by this Agreement;  
 

b. includes the names of the individuals whose Unsecured PII has been, or 
are reasonably believed to have been, the subject of a Breach; and 
 

c. includes a draft letter for PHIEA to review and approve prior to 
Enrollment Assister’s notification to the affected individual(s) that their 
Unsecured PII has been, or is reasonably believed to have been, the 
subject of a Breach. The notification must include, to the extent 
possible: 

 
iii. a brief description of what happened, including the date of the 

Breach and the date of the discovery of the Breach; 
 

iv. the types of Unsecured PII that were involved in the Breach (such 
as full name, social security number, date of birth, home address, 
account number, or other types of information that were involved); 
 

v. any steps the affected individuals should take to protect themselves 
from potential harm resulting from the Breach; 
 

vi. the toll-free telephone numbers and addresses for the major 
consumer reporting agencies; 
 

vii. the toll-free telephone numbers, physical addresses and web site 
addresses for (1) the Federal Trade Commission; and (2) the 
Pennsylvania Office of the Attorney General; 
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viii. a brief description of what PHIEA and the Enrollment Assister are 
doing to investigate the Breach, to mitigate losses, and to protect 
against any further Breaches; and 
 

ix. contact procedures for the affected individuals to ask questions or 
learn additional information, which shall include a telephone 
number, toll-free telephone number if one is maintained and postal 
address and may include an email address and website address. 
 

2.5.8 Enrollment Assister agrees to maintain adequate records of all PII disclosures in 
accordance with the retention requirements set forth in Article 3 of this Agreement and 
provide an accounting of all such disclosures to PHIEA within a reasonable period 
upon request and in the format requested by PHIEA.   
 

2.5.9 Enrollment Assister agrees to make its internal practices, books, and records, including 
PII, available to PHIEA and/or the Secretary of the U.S. Department of Health and 
Human Services for purposes of determining compliance with the ACA’s privacy and 
security regulations as well as privacy and security standards established and 
implemented by PHIEA pursuant to 45 C.F.R. § 155.260, as set forth in 45 C.F.R. § 
155.280(a). 
 

2.5.10 Enrollment Assister agrees to mitigate, to the extent practicable, any harmful effect 
known to the Enrollment Assister of a use or disclosure of PII by Enrollment Assister, 
its agents, downstream Entities, or employees in violation of the requirements of 
this Agreement. 

 
2.6 Enhanced Minimum Wage.  

 
2.6.1 Enhanced Minimum Wage. Contractor shall pay no less than $15.00 per hour to its 

employees for all hours worked directly performing the services called for in this 
contract/lease, and for an employee’s hours performing ancillary services necessary 
for the performance of the services or lease when the employee spends at least 20% 
of their time performing ancillary services in a given work week. 
 

2.6.2 Adjustment. Beginning July 1, 2023, and annually thereafter, the minimum wage rate 
will be increased by an annual cost-of-living adjustment using the percentage change 
in the Consumer Price Index for All Urban Consumers (CPI-U) for Pennsylvania, New 
Jersey, Delaware, and Maryland. The Commonwealth will publish applicable adjusted 
amount in the Pennsylvania Bulletin by March 1 of each year to be effective the 
following July 1. 

 
2.6.3 Exceptions. These Enhanced Minimum Wage Provisions do not apply to employees 

 
a. Exempt from minimum wage under the Minimum Wage Act of 1968;  
b. covered by a collective bargaining agreement; 
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c. required to be paid a higher wage under another state or federal law governing the 
services, including the Prevailing Wage Act and Davis-Bacon Act; or 

d. required to be paid a higher wage under any state or local policy or ordinance. 
 

2.6.4 Notice. The Contractor shall: (1) post this Enhanced Minimum Wage Provision for the 
entire period of the contract conspicuously in easily-accessible and well-lighted places 
customarily frequented by employees at or near where the contracted services are 
performed; or (2) for the entire period of the contract, provide electronic notice of this 
clause to its employees not less than annually. 
 

2.6.5 Records. Contractor must maintain and, upon request and within the time periods 
requested by the Commonwealth, provide to the Commonwealth all employment and 
wage records necessary to document compliance with these Enhanced Minimum 
Wage Provisions. 

 
2.6.6 Sanctions. Contractor’s failure to comply with these Enhanced Minimum Wage 

Provisions may result in the imposition of sanctions, which may include, but are not 
limited to, termination of the contract or lease, nonpayment, debarment, or referral to 
the Office of General Counsel for appropriate civil or criminal referral.  

 
2.6.7 Subcontractors. The Contractor shall include these Enhanced Minimum Wage 

Provisions in its subcontracts under this contact or lease to ensure that these 
provisions are binding on its subcontractors. 

 
2.7 Nondiscrimination/Sexual Harassment. 

 
2.7.1  Representations. The Contractor represents that it is presently in compliance with 

and will remain in compliance with all applicable federal, state, and local laws, 
regulations, and policies relating to nondiscrimination and sexual harassment for the 
term of the contract. The Contractor shall, upon request and within the time periods 
requested by the Commonwealth, furnish all necessary employment documents and 
records, including EEO-1 reports, and permit access to its books, records, and 
accounts by the Commonwealth for the purpose of ascertaining compliance with 
provisions of this Nondiscrimination/Sexual Harassment Clause. 
 

2.7.2 Nondiscrimination/Sexual Harassment Obligations. The Contractor shall not: 
 

a. in any manner discriminate in the hiring of any employee(s) for the manufacture of 
supplies, performance of work, or any other activity required under this contract or any 
subcontract, by reason of race, gender, creed, color, sexual orientation, gender identity 
or expression, or in violation of the Pennsylvania Human Relations Act (“PHRA”) and 
applicable federal laws, against any citizen of this Commonwealth who is qualified and 
available to perform the work to which the employment relates.  
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b. in any manner discriminate by reason of race, gender, creed, color, sexual orientation, 

gender identity or expression, or in violation of the PHRA and applicable federal laws, 
against or intimidate any employee involved in the manufacture of supplies, the 
performance of work, or any other activity required under this contract. 

 
c. in any manner discriminate by reason of race, gender, creed, color, sexual orientation, 

gender identity or expression, or in violation of the PHRA and applicable federal laws, 
in the provision of services under this contract. 

 
d. in any manner discriminate by reason of race, gender, creed, color, sexual orientation, 

gender identity or expression, or in violation of PHRA and applicable federal laws, 
against any subcontractor or supplier who is qualified to perform the work to which this 
contract relates.  

 
e. in any manner discriminate against employees by reason of participation in or decision 

to refrain from participating in labor activities protected under the Public Employee 
Relations Act, Pennsylvania Labor Relations Act or National Labor Relations Act, as 
applicable and to the extent determined by entities charged with such Acts’ 
enforcement and shall comply with any provision of law establishing organizations as 
employees’ exclusive representatives. 

 
2.7.3 Establishment of Contractor Policy. The Contractor shall establish and maintain a 

written nondiscrimination and sexual harassment policy that complies with the 
applicable law and these Nondiscrimination/Sexual Harassment provisions and shall 
inform its employees in writing of the policy. The policy must contain a provision 
that states that sexual harassment will not be tolerated and employees who practice it 
will be disciplined. For the entire period of the contract, the Contractor shall: (1) post 
its written nondiscrimination and sexual harassment policy or these 
Nondiscrimination/Sexual Harassment provisions conspicuously in easily accessible 
and well-lighted places customarily frequented by employees at or near where the 
contracted services are performed; or (2) provide electronic notice of the policy or 
this clause to its employees not less than annually. 
 

2.7.4 Notification of Violations. The Contractor’s obligations pursuant to these provisions 
are ongoing from the effective date and through the termination date of the contract. 
Accordingly, the Contractor shall notify the Commonwealth if, at any time during the 
term of this contract, it becomes aware of any actions or occurrences that would result 
in violation of these provisions.  

 
2.7.5 Cancellation or Termination of Contract. The Commonwealth may cancel or 

terminate this contract and all money due or to become due under this contract may 
be forfeited for a violation of the terms and conditions of these 
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Nondiscrimination/Sexual Harassment provisions. In addition, the agency may 
proceed with debarment or suspension and may place the Contractor in the Contractor 
Responsibility File. 

 
2.7.6 Subcontracts. The Contractor shall include these Nondiscrimination/Sexual 

Harassment provisions in its contracts with all subcontractors providing goods or 
services under this contract. The incorporation of these provisions in the Contractor’s 
subcontracts does not create privity of contract between the Commonwealth and any 
subcontractor, and no third-party beneficiaries are created by those provisions. If the 
Contractor becomes aware of a subcontractor’s violation of this clause, the Contractor 
shall use its best efforts to ensure the subcontractor’s compliance with these 
provisions. 

 
2.8 Contractor Integrity.  

 
2.8.1 Definitions.  For purposes of these Contractor Integrity Provisions, the following 

definitions apply: 
 

a. “Affiliate” means two or more entities where (a) a parent entity owns more than 50% of 
the voting stock of each of the entities; (b) a common shareholder or group of 
shareholders owns more than 50% of the voting stock of each of the entities; or (c) the 
entities have a common proprietor or general partner. 

 
b. “Contractor” means the individual or entity, that has entered into this contract with the 

Commonwealth. 
 

c. “Contractor Related Parties” means any Affiliates of the Contractor and the 
Contractor’s executive officers, Pennsylvania officers and directors, or owners of five 
percent or more interest in the Contractor. 

 
d. “Financial Interest” means ownership of more than a five percent interest in any 

business or holding a position as an officer, director, trustee, partner, employee, or 
holding any position of management. 

 
e. “Gratuity” means tendering, giving, or providing anything of more than nominal 

monetary value including, but not limited to, cash, travel, entertainment, gifts, meals, 
lodging, loans, subscriptions, advances, deposits of money, services, employment, or 
contracts of any kind.  The exceptions set forth in the Governor’s Code of Conduct, 
Executive Order 1980-18, as may be amended, 4 Pa. Code §7.153(b), apply. 

 
f. “Non-bid Basis” means a contract awarded or executed by the Commonwealth with 

Contractor without seeking bids or proposals from any other potential bidder or offeror. 
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2.8.2 Representations and Warranties. 
  

a. Contractor Representation and Warranties. The Contractor represents, to the best of its 
knowledge and belief, and warrants that within the last five years neither the Contractor 
nor Contractor Related Parties have: 

 
1. been indicted or convicted of a crime involving moral turpitude or business honesty 

or integrity in any jurisdiction; 
2. been suspended, debarred, or otherwise disqualified from entering into any contract 

with any governmental agency; 
3. had any business license or professional license suspended or revoked; 
4. had any sanction or finding of fact imposed as a result of a judicial or administrative 

proceeding related to fraud, extortion, bribery, bid rigging, embezzlement, 
misrepresentation or anti-trust; and 

5. been, and are not currently, the subject of a criminal investigation by any federal, 
state or local prosecuting or investigative agency or civil anti-trust investigation by 
any federal, state, or local prosecuting or investigative agency. 
 

b. Contractor Explanation. If the Contractor cannot make the representations and 
warranties set forth above at the time of its submission of its bid or proposal or if this 
contract is awarded on a non-bid basis at the time of the execution of the contract, the 
Contractor shall submit a written explanation outlining the reasons why it cannot make 
those representations and warranties. The Commonwealth may, based on its evaluation 
of the explanation provided, determine whether it is in the Commonwealth’s best 
interest to execute the contract. 

 
c. Further Representations. By submitting any bills, invoices, or requests for payment 

pursuant to this contract, the Contractor further represents that it has not violated any of 
these Contractor Integrity Provisions during the term of the contract.   

 
d. Notice. The Contractor shall immediately notify the Commonwealth, in writing, if at 

any time during the term of the contract it becomes aware of any event that would 
cause the Contractor's certification or explanation to change. The Contractor 
acknowledges that the Commonwealth may, in its sole discretion, terminate the contract 
for cause if it learns that any of the certifications made in these provisions are currently 
false or misleading due to intervening factual circumstances or were false or misleading 
or should have been known to be false or misleading when entering into the contract.  

 
2.8.3 Contractor Responsibilities. During the term of this contract, the Contractor shall: 

 
a. maintain the highest standards of honesty and integrity. 
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b. take no action in violation of any applicable laws, regulations, or other requirements 
applicable to the Contractor that govern Commonwealth contracting and procurement. 

 
c. establish and implement a written business integrity policy that includes, at a minimum, 

the requirements of these provisions as they relate to the Contractor’s activity with the 
Commonwealth and Commonwealth employees and ensure that its employees comply 
with the policy.   

 
d. not accept, agree to give, offer, confer, agree to confer, or promise to confer, directly or 

indirectly, any gratuity or pecuniary benefit to any person, or to influence or attempt to 
influence any person in violation of any federal or state law, regulation, executive 
order, statement of policy, management directive, or bulletin applicable to the provision 
of goods or services under this contract.  

 
e. not have a financial interest in any other contractor, subcontractor, or supplier 

providing services, labor, or material under this contract, unless the financial interest is 
disclosed to the Commonwealth in writing and the Commonwealth consents to 
Contractor’s financial interest. The Contractor must disclose the financial interest to the 
Commonwealth at the time of bid or proposal submission, or if no bids or proposals are 
solicited, no later than the date the Contractor signs the contract. The Commonwealth 
shall be deemed to have consented if the required disclosure is received and all of the 
required Commonwealth signatures are affixed. 

 
f. comply with the requirements of the Lobbying Disclosure Act (65 Pa.C.S. §13A01 et 

seq.) regardless of the method of award.  
 

g. comply with the requirements of Section 1641 of the Pennsylvania Election Code (25 
P.S. §3260a) if this contract was awarded on a Non-bid Basis. 

 
h. immediately notify the Commonwealth contracting officer or the Office of the State 

Inspector General, in writing, when the Contractor has reason to believe that any breach 
of ethical standards as set forth in law, the Governor’s Code of Conduct, or these 
Contractor Integrity Provisions has occurred or may occur, including, but not limited to, 
contact by a Commonwealth officer or employee, which, if acted upon, would violate 
the ethical standards.  

 
2.8.4 Investigations. If a State Inspector General investigation is initiated, the Contractor 

shall: 
 

a. reimburse the Commonwealth for the reasonable costs of investigation incurred by the 
Office of the State Inspector General for investigations of the Contractor’s compliance 
with the terms of this or any other agreement between the Contractor and the 
Commonwealth that results in the suspension or debarment of the Contractor.  The 
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Contractor shall not be responsible for investigative costs for investigations that do not 
result in the Contractor’s suspension or debarment. 

 
b. cooperate with the Office of the State Inspector General in its investigation of any 

alleged Commonwealth agency or employee breach of ethical standards and any 
alleged Contractor non-compliance with these Contractor Integrity Provisions and make 
identified Contractor employees available for interviews at reasonable times and places.  

 
c. upon the inquiry or request of an Inspector General, provide, or if appropriate, make 

promptly available for inspection or copying, any information of any type or form 
deemed relevant by the Office of the State Inspector General to Contractor's integrity 
and compliance with these provisions.  This information may include, but is not be 
limited to, Contractor's business or financial records, documents or files of any type or 
form that refer to or concern this contract.  

 
2.8.5 Termination. For violation of any of these Contractor Integrity Provisions, the 

Commonwealth may terminate this and any other contract with the Contractor, claim 
liquidated damages in an amount equal to the value of anything received in breach of 
these Contractor Integrity provisions, claim damages for all additional costs and 
expenses incurred in obtaining another contractor to complete performance under this 
contract, and debar and suspend the Contractor from doing business with the 
Commonwealth.  These rights and remedies are cumulative, and the use or non-use of 
any one does not preclude the use of all or any other.  These rights and remedies are 
in addition to those the Commonwealth may have under law, statute, regulation, or 
contract. 
 

2.8.6 Subcontracts. The Contractor shall include these Contractor Integrity Provisions in its 
contracts with all subcontractors providing goods or services under this contract. The 
incorporation of this provision in the Contractor’s subcontracts does not create privity 
of contract between the Commonwealth and any subcontractor, and no third-party 
beneficiaries are created by the inclusion of these provisions. If the Contractor 
becomes aware of a subcontractor’s violation of these provisions, the Contractor shall 
use its best efforts to ensure the subcontractor’s compliance with these provisions. 

 
 

2.9 Contractor Responsibility.  
 

2.9.1 Definition. For the purpose of these provisions, the term “Contractor” means as any 
person, including, but not limited to, a bidder, offeror, loan recipient, grantee or 
lessor, who has furnished or performed or seeks to furnish or perform, goods, 
supplies, services, leased space, construction or other activity, under a contract, grant, 
lease, purchase order or reimbursement agreement with the Commonwealth. The term 
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also includes a permittee, licensee, or any agency, political subdivision, 
instrumentality, public authority, or other public entity in the Commonwealth. 
 

2.9.2 Contractor Representations.  
 

a. The Contractor represents for itself and its subcontractors required to be disclosed or 
approved by the Commonwealth, that as of the date of its execution of this contract, 
that neither the Contractor, nor any such subcontractors, are under suspension or 
debarment by the Commonwealth or any governmental entity, instrumentality, or 
authority and, if the Contractor cannot make this representation,  the Contractor shall 
submit, along with its contract, a written explanation of why such certification cannot 
be made. 
 

b. The Contractor represents that as of the date of its execution of this contract it has no 
tax liabilities or other Commonwealth obligations, or has filed a timely administrative 
or judicial appeal if such liabilities or obligations exist, or is subject to a duly approved 
deferred payment plan if such liabilities exist. 
 

2.9.3 Notification. The Contractor shall notify the Commonwealth if, at any time during the 
term of this contract, it becomes delinquent in the payment of taxes, or other 
Commonwealth obligations, or if it or, to the best of its knowledge, any of its 
subcontractors are suspended or debarred by the Commonwealth, the federal 
government, or any other state or governmental entity. The Contractor shall provide 
this notification within 15 days of the date of suspension or debarment. 
 

2.9.4 Default. The Contractor’s failure to notify the Commonwealth of its suspension or 
debarment by the Commonwealth, any other state, or the federal government 
constitutes an event of default of the contract with the Commonwealth. 

 
2.9.5 Reimbursement. The Contractor shall reimburse the Commonwealth for the 

reasonable costs of investigation incurred by the Office of State Inspector General for 
investigations of the Contractor's compliance with the terms of this contract or any 
other agreement between the Contractor and the Commonwealth that results in the 
suspension or debarment of the Contractor. These costs include, but are not limited to, 
salaries of investigators, including overtime; travel and lodging expenses; and expert 
witness and documentary fees. The Contractor shall not be responsible for 
investigative costs for investigations that do not result in the Contractor's suspension 
or debarment. 

 
2.9.6 Suspension and Debarment List. The Contractor may obtain a current list of 

suspended and debarred Commonwealth contractors by visiting the eMarketplace 
website at http://www.emarketplace.state.pa.us and clicking the Debarment list tab. 
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2.10 Worker Protection and Investment. The Contractor shall comply with all applicable 
Pennsylvania state labor laws and worker safety laws including, but not limited to, the 
following: 

a. Construction Workplace Misclassification Act; 
b. Employment of Minors Child Labor Act; 
c. Minimum Wage Act;  
d. Prevailing Wage Act; 
e. Equal Pay Law; 
f. Employer to Pay Employment Medical Examination Fee Act; 
g. Seasonal Farm Labor Act; 
h. Wage Payment and Collection Law;  
i. Industrial Homework Law; 
j. Construction Industry Employee Verification Act;  
k. Act 102: Prohibition on Excessive Overtime in Healthcare;  
l. Apprenticeship and Training Act; and 
m. Inspection of Employment Records Law. 

 

 
Article 3 – Security and Privacy Standards 

 
3.1 Customer Access to PII.  Enrollment Assister hereby acknowledges, agrees, and consents to 

abide by and be bound by the privacy and security standards adopted by PHIEA, as amended 
and updated from time to time, while engaging in any activity as a Non-Exchange Entity or 
an Enrollment Assister for purposes of facilitating enrollment and evaluating Customer, 
Applicants, or Qualified Individuals entitlement to APTC and/or CSRs through the Exchange 
Platform.  Enrollment Assister shall be bound to and strictly adhere to the privacy and 
security standards, and to ensure that its agents, subcontractors, assignees, or any other 
person that creates, collects, accesses, stores, maintains, discloses, or uses PII in the 
Exchange Platform strictly adheres to the same.  
 

3.2 Enrollment Assisters must meet the following privacy and security standards: 
 

3.2.1 In keeping with the standards and implementation specifications used by PHIEA, 
Enrollment Assisters that maintain and/or store PII must provide Customers, 
Applicants, and Qualified Individuals, or these individuals’ legal representatives and 
authorized representatives, with a simple and timely means of appropriately accessing 
PII pertaining to them and/or the person they represent in a physical or electronic 
readable form and format.  Persons legally authorized to act on behalf of Customers, 
Applicants, and Qualified Individuals regarding their PII, including individuals acting 
under an appropriate power of attorney that complies with applicable Federal and State 
Law, must be granted access in accordance with their legal authority. Such access 
would generally be expected to be coextensive with the degree of access available to 
the subject individual. 
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3.2.2 Enrollment Assisters that maintain and/or store PII must implement policies and 
procedures that provide access to PII upon request.  Access rights must apply to any 
PII that is created, collected, disclosed, accessed, maintained, stored, and used by the 
Enrollment Assister in furtherance of the activities contemplated herein.  
 

3.2.3 At the time the request is made, the Customer, Applicant, or Qualified Individual, or 
these individuals’ legal representatives or authorized representatives, should generally 
be required to specify which PII they seek to access.  The Enrollment Assister shall 
assist them in determining their information or data needs if such assistance is 
requested.  

 
3.2.4 If the requested PII cannot be produced, the Enrollment Assister must provide an 

explanation for its denial of the notification or access request, and, if applicable, 
information regarding the availability of any appeal procedures, including the 
appropriate appeal authority’s name, title, and contact information.  

 
Enrollment Assister may deny access to PII that they maintain or store without 
providing an opportunity for review, if (i) the PII was obtained or created solely for use 
in legal proceedings; or (ii) the PII is contained in records that are subject to a law that 
either permits withholding the PII or bars the release of such PII.  
 

3.3 Openness and Transparency. In keeping with the standards and implementation 
specifications used by PHIEA, Enrollment Assister must ensure openness and transparency 
about policies, procedures, and technologies that directly affect Customers, Applicants, and 
Qualified Individuals and their PII.  
 

3.4 Privacy Notice Statement.  Prior to collecting PII, the Enrollment Assister must provide a 
notice that is prominently and conspicuously displayed on a public facing website, if 
applicable, or on the electronic and/or paper form the Enrollment Assister will use to gather 
and/or request PII.  The statement must be written in plain language and provided in a manner 
that is accessible and timely to people living with disabilities and with limited English 
proficiency. 

 
3.4.1 The statement must contain, at a minimum, the following information:  

 
a. the legal authority to collect PII;  

 
b. the purpose of the information collection;  

 
c. to whom PII might be disclosed, and for what purposes;  

 
d. the authorized uses and disclosures of any collected information;  

 
e. whether the request to collect PII is voluntary or mandatory under the 

applicable law; and 
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f. the effects of non-disclosure if an individual chooses not to provide the 
requested information.  

 
3.4.2 Enrollment Assister shall maintain its Privacy Notice Statement content by reviewing 

and revising it as necessary on an annual basis at a minimum, and before or as soon as 
possible after any change to its privacy policies and procedures.  
 

3.4.3 If the Enrollment Assister operates a website, it shall ensure that descriptions of its 
privacy and security practices, and information on how to file complaints with PHIEA 
and the Enrollment Assister, are publicly available through its website.  
 

3.5 Individual Choice.  In keeping with the standards and implementation specifications used by 
PHIEA, Enrollment Assister must ensure that Customers, Applicants, and Qualified 
Individuals, or these individuals’ legal representatives or authorized representatives, are 
provided a reasonable opportunity to make informed decisions about the creation, collection, 
disclosure, access, maintenance, storage, and use of their PII. 
 

3.6 Informed Consent.  Enrollment Assister may create, collect, disclose, access, maintain, store, 
and use PII from Customers, Applicants, and Qualified Individuals, or these individuals’ 
legal representatives or authorized representatives, only for the functions and purposes listed 
in the Privacy Notice Statement and any relevant agreements in effect as of the time the 
information is collected, unless Enrollment Assister obtains informed consent from such 
individuals. Enrollment Assister must obtain informed consent from individuals for any use 
or disclosure of information that is not permissible within the scope of the Privacy Notice 
Statement and any relevant agreements that were in effect as of the time the PII was collected.  
Such consent must be subject to a right of revocation. Consent documents must be 
appropriately secured and retained in accordance with Federal and State Law. 

 
3.6.1 Any such consent that serves as the basis of a use or disclosure must:  

 
a. be provided in specific terms and in plain language;  

 
b. identify the Entity collecting or using the PII, and/or making 

the disclosure;  
 

c. identify the specific collections, use(s), and disclosure(s) of specified 
PII with respect to a specific recipient(s); and 
 

d. provide notice of an individual’s ability to revoke the consent at 
any time. 

  
3.7 Creation, Collection, Disclosure, Access, Maintenance, Storage, and Use Limitations.  

Enrollment Assister must ensure that PII is only created, collected, disclosed, accessed, 
maintained, stored, and used to the extent necessary to accomplish the specified purpose 
contemplated herein. Such information shall never be used to discriminate against a 
Customer, Applicant, or Qualified Individual.  
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Other than in accordance with the consent procedures outlined above, Enrollment Assister 
shall only create, collect, disclose, access, maintain, store, and use PII:  
 

a. to the extent necessary to ensure the efficient operation of the 
Exchange Platform;  
 

b. in accordance with its published Privacy Notice Statement and any 
applicable agreements that were in effect at the time the PII was 
collected, including the consent procedures outlined in Section 3.6 
above; and/or  

 
c. in accordance with the permissible functions outlined in Federal and 

State Law and agreements between PHIEA and the Enrollment Assister.  
 
3.8 Direct Source. Enrollment Assister must, to the greatest extent practicable, collect PII 

directly from the Customer, Applicant, or Qualified Individual when the information may 
result in adverse determinations about benefits.  
 

3.9 Prohibited Uses and Disclosures of PII.  
 

3.9.1 Enrollment Assister shall not request information regarding citizenship, status as a 
national, or immigration status for an individual who is not seeking coverage for 
himself or herself on any application. 
 

3.9.2 Enrollment Assister shall not require an individual who is not seeking coverage for 
himself or herself to provide a social security number (SSN), except if an Applicant’s 
eligibility is reliant on a tax filer’s tax return and their SSN is relevant to verification 
of household income and family size. 

  
3.9.3 Enrollment Assister shall not use PII to discriminate, including employing marketing 

practices or benefit designs that will have the effect of discouraging the enrollment in 
QHPs by individuals with significant health needs.  

 
3.10 Data Quality and Integrity.  Enrollment Assister must take reasonable steps to ensure that PII 

is complete, accurate, and up-to-date to the extent such data is necessary for Enrollment 
Assister’s intended use of such data, and that such data has not been altered or destroyed in 
an unauthorized manner, thereby ensuring the confidentiality, integrity, and availability 
of  PII. 
 

3.11 Right to Amend, Correct, Substitute, or Delete PII. Enrollment Assister must offer 
Customers, Applicants, and Qualified Individuals, or these individuals’ legal representatives 
or authorized representatives, an opportunity to request amendment, correction, substitution, 
or deletion of PII maintained and/or stored by Enrollment Assister if such individual believes 
that the PII is not accurate, timely, complete, relevant, or necessary to accomplish an 
Exchange-related function, except where the information questioned originated from other 
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sources, in which case the individual should contact the originating source.  Such individuals 
shall be provided with instructions as to how they should address their requests to Enrollment 
Assister’s Designated Privacy Official as nominated in Section 3.14.1, in writing or 
telephonically.  They may also be offered an opportunity to meet with such individual or 
their delegate(s) in person.  

 
3.11.1 Such individuals shall be instructed to specify, in each request, (1) the PII they wish to 

correct, amend, substitute, or delete and the reasons for requesting such correction, 
amendment, substitution, or deletion; and (2) any supporting justification or evidence.  

 
3.11.2 Such requests must be granted or denied within ten (10) business days of receipt. 
 
3.11.3 If Enrollment Assister (or its delegate) reviews these materials and ultimately agrees 

that the identified PII is not accurate, timely, complete, relevant, or necessary to 
accomplish the function for which the PII was obtained/provided, the PII should be 
corrected, amended, substituted, or deleted in accordance with applicable Federal and 
State Law.  

 
3.11.4 If Enrollment Assister (or its delegate) reviews these materials and ultimately does not 

agree that the PII should be corrected, amended, substituted, or deleted, the requestor 
shall be informed in writing of the denial.  If available, the notification must identify 
the appropriate appeal authority including that authority’s name, title, and contact 
information.  

 
3.12 Verification of Identity for Requests to Amend, Correct, Substitute or Delete PII.  

Enrollment Assisters that maintain and/or store PII shall develop and implement policies 
and procedures to verify the identity of any person who requests access to, notification of, 
or modification, including amendment, correction, substitution, or deletion, of PII that is 
maintained by or for Enrollment Assister.  This includes confirmation of an individual’s 
legal or personal authority to access, receive notification of, or seek modification, including 
amendment, correction, substitution, or deletion, of a Customer’s, Applicant’s, or Qualified 
Individual’s PII.  Such policies and procedures shall be delivered to PHIEA upon request.  
 

3.13 Accounting for Disclosures.  Except for those disclosures made to Enrollment Assister’s 
workforce who have a need for the record in the performance of their duties, and the 
disclosures that are necessary to carry out the required functions of Enrollment Assister, 
Enrollment Assister shall maintain an accounting of any and all disclosures of PII.  The 
accounting shall contain the date, nature, and purpose of such disclosures, and the name and 
address of the person or agency to whom the disclosure is made.  The accounting shall be 
retained for at least ten (10) years after the disclosure, or for the life of the record, whichever 
is longer.  This accounting shall be available to Customers, Applicants, and Qualified 
Individuals, or these individuals’ legal representatives or authorized representatives, on their 
request per the procedures outlined under the access standards in Article 3 of this Agreement.  
 

3.14 Accountability.  Enrollment Assister must adopt and implement the privacy and security 
standards and implementation specifications described in this Agreement that have been 
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established by PHIEA pursuant to Federal and State Law in a manner that ensures 
appropriate monitoring and other means and methods to identify and report Incidents and/or 
Breaches. 

 
3.14.1 Enrollment Assister must implement Breach and Incident handling procedures that are 

consistent with PHIEA’s Incident and Breach notification procedures and 
memorialized in the Enrollment Assister’s own written policies and procedures.  At 
minimum, such policies and procedures must:  

 
a.  identify Enrollment Assister’s Designated Privacy Official and/or 

identify other personnel authorized to access PII and responsible for 
reporting and managing Incidents or Breaches to PHIEA;  

 
b. provide details regarding the identification, response, recovery, and 

follow-up of Incidents and Breaches, which should include information 
regarding the potential need for PHIEA to immediately suspend or 
revoke access to the Exchange Platform for containment purposes; and 

 
c. require reporting any Incident or Breach of PII to the PHIEA Privacy 

Officer by email notification at Privacy@pennie.com within twenty-
four (24) hours of discovery.  

 
3.15 Standard Operating Procedures. Enrollment Assister shall incorporate privacy and security 

standards and implementation specifications, where appropriate, in its standard operating 
procedures that are associated with functions involving the creation, collection, disclosure, 
access, maintenance, storage, or use of PII.  The privacy and security standards and 
implementation specifications shall be written in plain language and shall be available to all 
of the Enrollment Assister’s workforce members, subcontractors, and agents, whose 
responsibilities entail the creation, collection, maintenance, storage, access, or use of PII.  
 

3.15.1 The aforementioned procedures shall ensure Enrollment Assister’s cooperation with 
PHIEA in resolving any Incident or Breach, including (if requested by PHIEA) the 
return or destruction of any PII files it received under this Agreement; the provision of 
a formal response to an allegation of unauthorized PII use, reuse, or disclosure; and/or 
the submission of a corrective action plan with steps designed to prevent any future 
unauthorized uses, reuses, or disclosures.  
 

3.15.2 The standard operating procedures must be designed and implemented to ensure the 
Enrollment Assister and its workforce, subcontractors, and agents comply with the 
standards and implementation specifications contained herein, and must be reasonably 
designed, taking into account the size and the type of activities that relate to PII 
undertaken by the Enrollment Assister, to ensure such compliance.  

 
3.16 Training and Awareness.  Enrollment Assister shall develop training and awareness 

programs for members of its workforce that create, collect, disclose, access, maintain, store, 
and use PII while carrying out any Exchange related functions. Enrollment Assister must 

mailto:privacy@pennie.com
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require such individuals to successfully complete privacy and security training, as 
appropriate for their work duties and level of exposure to PII, prior to when they assume 
responsibility for/have access to PII.  
 

3.17 Safeguarding PII.  In keeping with the standards and implementation specifications used by 
PHIEA, Enrollment Assister must ensure that PII is protected with reasonable operational, 
administrative, technical, and physical safeguards to ensure its confidentiality, integrity, and 
availability and to prevent unauthorized or inappropriate access, use, or disclosure.  The 
Enrollment Assister is required to establish and implement operational, technical, 
administrative, and physical safeguards that are consistent with any applicable laws that 
ensure:  

a. PII is only used by or disclosed to those authorized to receive or view it;  
 

b. PII is protected against any reasonably anticipated threats or hazards to 
the confidentiality, integrity, and availability of such information;  

 
c. PII is protected against any reasonably anticipated uses or disclosures 

of such information that are not permitted or required by Federal and 
State Law; and  

 
d. PII is securely destroyed or disposed of in an appropriate and reasonable 

manner and in accordance with applicable retention schedules.  
 
3.18 Required Monitoring of Security Controls.  Enrollment Assister must monitor, periodically 

assess, and update its security controls and related system risks to ensure the continued 
effectiveness of those controls.   
 

Article 4 – Term; Termination; Remedies; Indemnification 
 

4.1 Term.  The Term of this Agreement shall begin on the Effective Date as defined above and 
shall remain in effect until 11:59 PM, Eastern Standard Time, December 31 of the calendar 
year following the Effective Date, unless otherwise terminated by either party prior thereto 
in accordance with this Article 4.  
 

4.2 Termination for Cause.  Upon PHIEA's knowledge of a material Breach of this Agreement 
by the Enrollment Assister, PHIEA: 

 
4.2.1 May provide an opportunity for Enrollment Assister to cure the Breach or otherwise 

end the violation and, if Enrollment Assister does not cure the Breach or end the 
violation within the time specified by PHIEA, may terminate this Agreement with no 
further notice to Enrollment Assister. 
 

4.2.2 Notwithstanding Section 4.2.1 of this Agreement, PHIEA may immediately terminate 
this Agreement if Enrollment Assister has breached a material term of this Agreement 
and PHIEA determines or reasonably believes that cure is not possible. 
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4.3 Compliance Measures.  PHIEA may undertake compliance actions for improper use of 
Exchange Platform systems, unprofessional conduct, mishandling, misusing, or misreporting 
PII, or the improper use, management, or control of PII that poses a significant risk to PHIEA 
operations, including suspending access to the Exchange Platform, terminating this 
Agreement; or suspending this Agreement pending submission of a mitigation plan by 
Enrollment Assister. 
 

4.4 Termination without Cause.  Either Party may terminate this Agreement without cause and 
for its convenience upon thirty (30) days’ prior written notice to the other party.  Consistent 
with 45 C.F.R. § 155.220(f), Enrollment Assister must include the intended date of 
termination in its notice.  If a date is not specified, or the date is not acceptable to PHIEA, 
PHIEA may set a different termination date at its discretion.  

 
4.5 Effect of Termination.  Upon termination of this Agreement, for any reason, Enrollment 

Assister shall return or, if agreed to by PHIEA, destroy all PII received from PHIEA, or 
created, maintained, or received by Enrollment Assister on behalf of PHIEA, which 
Enrollment Assister maintains in any form.  Enrollment Assister shall retain no copies of the 
PII.  This provision shall apply to PII that is in the possession of subcontractors or agents of 
Enrollment Assister.  Should Enrollment Assister make an intentional or grossly negligent 
Breach of PII in violation of this Agreement or Federal and State Law, PHIEA shall have the 
right to immediately terminate any contract then in force between the parties. 

 
4.6 Appeal of Termination.  The Parties agree that an appeal of PHIEA’s termination of this 

agreement will be through PHIEA’s administrative appeals process and be governed by the 
General Rules of Administrative Practice and Procedure, 1 Pa. Code § 31.1-35.251. 

 
4.7 Remedies in the Event of Breach.  Enrollment Assister hereby recognizes that irreparable 

harm will result to PHIEA, and to the business of PHIEA, in the event of a Breach by 
Enrollment Assister of any of the covenants and assurances contained in this Agreement.  As 
such, in the event of Breach of any of the covenants and assurances contained herein, PHIEA 
shall be entitled to enjoin and restrain Enrollment Assister from any continued violation.  
Enrollment Assister shall reimburse and indemnify PHIEA from actual losses incurred as a 
result of Enrollment Assister’s Breach, including PHIEA’s reasonable attorneys’ fees, 
expenses, and costs that were reasonably incurred as a proximate result of Enrollment 
Assister’s Breach.  The remedies contained in this Section shall be in addition to, not in lieu 
of, any action for damages and/or any other remedy PHIEA may have for Breach of any part 
of this Agreement or which may be available to PHIEA at law or in equity. 

 
4.8 Indemnification by Enrollment Assister.  Enrollment Assister shall hold the Commonwealth 

and PHIEA harmless from and indemnify the Commonwealth and PHIEA against all third-
party claims, suits, demands, losses, damages, costs, and expenses, including without 
limitation, litigation expenses, attorneys' fees, and liabilities, arising out of or in connection 
with any activities performed by the Enrollment Assister or its employees and agents that are 
related to this Agreement, as determined by the Commonwealth in its sole discretion. The 
Commonwealth shall provide the Enrollment Assister with prompt notice of any claim or 
suit of which it learns. Pursuant to the Commonwealth Attorneys Act (71 P.S. Section 732-
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101, et seq.), the Office of Attorney General (OAG) has the sole authority to represent the 
Commonwealth in actions brought against the Commonwealth.  The OAG may, however, in 
its sole discretion and under any terms as it deems appropriate, delegate its right of defense.  
If OAG delegates the defense to the Enrollment Assister, the Commonwealth will cooperate 
with all reasonable requests of Enrollment Assister made in the defense of such suits.  

 
Notwithstanding the above, neither party may enter into a settlement of any claim or suit 

without the other party's written consent, which will not be unreasonably withheld. The 
Commonwealth may, in its sole discretion, allow the Enrollment Assister to control the defense 
and any related settlement negotiations. 

 

Article 5 - Miscellaneous 
 

5.1 Americans with Disabilities Act 
 

a. No Exclusion. Pursuant to the Americans with Disabilities Act, 42 U.S. Code § 
12101, et seq., no qualified individual with a disability may, on the basis of the 
disability, be excluded from participation in this contract or from activities provided 
for under this contract.  

b. Compliance. For all goods and services provided pursuant to this contract, the 
Enrollment Assister shall comply with Title II of the Americans with Disabilities 
Act, the "General Prohibitions Against Discrimination” set forth in 28 C. F. R. § 
35.130, and all other regulations promulgated under Title II of the Americans with 
Disabilities Act that apply to state and local governments. 

c. Indemnification. The Enrollment Assister shall indemnify the Commonwealth 
against all third-party claims, suits, demands, losses, damages, costs, and 
expenses, including without limitation, litigation expenses, attorneys' fees, and 
liabilities, arising out of or in connection with the Enrollment Assister’s failure or 
its employee’s or agent’s failure to comply with the provisions of paragraph a, as 
determined by the Commonwealth in its sole discretion. 

 
5.2 Consideration.  Enrollment Assister recognizes that the promises it has made in this 

Agreement shall, henceforth, be detrimentally relied upon by PHIEA in choosing to continue 
or commence a business relationship with Enrollment Assister. 
 

5.3 Agents and Subcontractors; Assignment.  Enrollment Assister shall ensure that any                 
subcontractors or agents that create, receive, maintain, or transmit PII on behalf of 
Enrollment Assister agree to adhere to restrictions, conditions and requirements that are the 
same or at least as protective as the standards that apply to Enrollment Assister with respect 
to such information. 
 
Enrollment Assister further shall not assign this Agreement or any of its rights or obligations 
hereunder without the express, prior written consent of PHIEA.  If Enrollment Assister 
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attempts to make an assignment, subcontract its service obligations, or otherwise delegate its 
obligations hereunder in violation of this provision, such assignment, or delegation shall be 
deemed void ab initio and of no force or effect, and Enrollment Assister shall remain legally 
bound hereto and responsible for all obligations under this Agreement.  Enrollment Assister 
shall further be thereafter subject to such compliance actions as may otherwise be provided 
for under applicable Federal and State Law. 
 

5.4 Modification; Amendment.  This Agreement may only be modified or amended through a 
writing signed by the parties and, thus, no oral modification or amendment hereof shall be 
permitted. The parties agree to take such action as is necessary to amend this Agreement 
from time to time as is necessary for PHIEA to comply with the requirements of Federal and 
State Law. 
 

5.5 Interpretation of this Agreement in Relation to Other Agreements Between the Parties. 
Should there be any conflict between the language of this Agreement and any other contract 
entered into between the parties (either previous or subsequent to the date of this Agreement), 
the language and provisions of this Agreement shall control and prevail unless the parties 
specifically refer in a subsequent written agreement to this Agreement by its title and date 
and specifically state that the provisions of the later written agreement shall control over this 
Agreement. 

 
5.6 Controlling Law and Consent to Jurisdiction. This Agreement shall be interpreted in 

accordance with and governed by the laws of the Commonwealth of Pennsylvania, without 
giving effect to its conflicts of law provisions.  PHIEA and Enrollment Assister agree that 
the courts of the Commonwealth of Pennsylvania and the federal courts of the Middle 
District of Pennsylvania shall have exclusive jurisdiction over disputes under this Agreement 
and the resolution thereof.  Any legal action relating to this Agreement must be brought in 
the Commonwealth Court of Pennsylvania and, if otherwise determined inappropriate by the 
Commonwealth Court, the Court of Common Pleas of Dauphin County, Pennsylvania.  
Furthermore, the parties agree that said courts will have personal jurisdiction over them and 
that the venue in such courts is appropriate.  Additionally, PHIEA and Enrollment Assister 
agree that they consent to service of process in a manner authorized by Pennsylvania law 
upon the person identified in Section 5.9.1. This provision may not be interpreted as a waiver 
or limitation of the Commonwealth’s rights or defenses. 

 
 
5.7 Ambiguity.  Any ambiguity in this Agreement shall be resolved to permit PHIEA to comply 

with Federal and State Law with respect to the privacy and security of PII.   
 
5.8 Regulatory References.  A reference in this Agreement to a section of Federal or State Law, 

including any regulations promulgated thereto, means the section as in effect or as amended 
during the course of this Agreement. 

 
5.9 Notice; Method of Notice.  All notices specifically required under this Agreement shall be 

given in writing and delivered as set forth herein. 
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5.9.1 Notices shall be sufficient if made by email and acknowledged within twenty-four (24) 
hours by reply email, or delivered by a nationally recognized overnight carrier, or via 
U.S. Mail-Certified Delivery, Return Receipt Requested. 

 
If to PHIEA:  
 
Privacy Officer 
privacy@pennie.com 
Pennsylvania Health Insurance Exchange Authority d/b/a Pennie® 
Strawberry Square 
312-318 Market Street, Bowman Tower, 3rd Fl 
Harrisburg, PA  17101 
 
Chief Counsel 
RA-IN-SBELEGAL@pa.gov 
Pennsylvania Health Insurance Exchange Authority d/b/a Pennie® 
Strawberry Square 
312-318 Market Street, Bowman Tower, 3rd Fl 
Harrisburg, PA  17101 
 

Notices to the Enrollment Assister shall be sent to the email address provided to 
PHIEA upon registration. 
 

5.10 Survival.  Any provision of this Agreement which contemplates performance or observance 
regarding the use, disclosure, handling, or safeguarding of PII shall survive termination or 
expiration of this Agreement and continue in full force and effect until such time as all of the 
PII provided by PHIEA to Enrollment Assister, or the PII created or received by Enrollment 
Assister on behalf of PHIEA, is destroyed or returned to PHIEA, in accordance with the 
termination provisions set forth in Article 4, Section 4.5.  If it is impossible to return or 
destroy any or all of the PII provided by PHIEA to Enrollment Assister, or the PII created or 
received by Enrollment Assister on behalf of PHIEA, Enrollment Assister’s obligations 
under this Agreement shall be ongoing with respect to that information. 
 

5.11 Severability.  If any term contained in this Agreement is held or finally determined to be 
invalid, illegal, or unenforceable in any respect, in whole or in part, such term shall be 
severed from this Agreement, and the remaining terms contained herein shall continue in full 
force and effect, and shall in no way be affected, prejudiced, or disturbed thereby. 

 
5.12 Final Agreement. All of the terms of this Agreement are contractual and not merely 

perfunctory, and none may be amended or modified except by a writing executed by all 
parties hereto.  In the event of a conflict between the terms of this Agreement and any 
statutory, regulatory, or sub-regulatory guidance released by PHIEA, the requirement that 
constitutes the stricter, higher, or more stringent level of compliance shall control. 

 
5.13 Priority.  This Agreement supersedes and renders null and void any and all prior written or 

oral undertakings or agreements between the parties regarding the subject matter hereof. 
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5.14 Sovereign Immunity. Nothing in this Agreement shall constitute a waiver by the 

Commonwealth of Pennsylvania, Pennsylvania Health Insurance Exchange Authority, of 
sovereign immunity for itself or its Board of Directors, employees, assignees, or contractors. 

 
5.15 Disclaimer of Joint Venture.  Neither this Agreement nor the activities of Enrollment Assister 

contemplated by and under this Agreement shall be deemed or construed to create in any 
way any partnership, joint venture, or agency relationship between the parties. Neither party 
is, nor shall either party hold itself out to be, vested with any power or right to bind the other 
party contractually or to act on behalf of the other party, except to the extent expressly set 
forth in the ACA and the regulations codified thereunder, including as codified at 45 CFR 
Part 155. 

 
5.16 Ambiguities Not Held Against the Drafter.  This Agreement having been freely and 

voluntarily negotiated by all parties, the rule that ambiguous contractual provisions are 
construed against the drafter of the provision shall be inapplicable to this Agreement. 

 
5.17 Clerical Error.  No clerical error shall operate to defeat or alter any terms of this Agreement 

or defeat or alter any of the rights, privileges, or benefits of the parties. 
 
5.18 Signatures; Electronic Consent.  
 

This Agreement has been approved as to form and content by the Commonwealth of 
Pennsylvania.  No signatures by the Commonwealth shall be affixed to this agreement, 
nor shall any wet handwritten signature be required for this Agreement to be legally 
enforceable notwithstanding a contrary requirement in any law or regulation.  By 
attesting in PHIEA’s training and registration system that you have read and accepted 
this Agreement, you are entering into a binding Agreement with PHIEA, the 
affirmation of which will be considered your electronic signature as to the date and 
time such affirmation was made.  By selecting the “I Accept” button, you are signing 
this Agreement electronically. You agree your electronic signature is the legal 
equivalent of your wet signature on this Agreement.   By selecting “I Accept” you 
consent to be legally bound by this Agreement's terms and conditions.  You further 
agree that your use of a keypad, mouse, or other device to select an item, button, icon 
or similar act/action, or to otherwise access or make any transaction regarding any 
agreement, acknowledgement, consent terms, disclosures or conditions constitutes 
your signature (hereafter referred to as “E-Signature”), acceptance and agreement as 
if actually signed by you in writing.  You also agree that no certification authority or 
other third-party verification is necessary to validate your E-Signature and that the 
lack of such certification or third-party verification will not in any way affect the 
enforceability of your E-Signature on this Agreement or any resulting contract 
between you and the Pennsylvania Health Insurance Exchange Authority.  You also 
represent that you are authorized to enter into this Agreement for all persons who own 
or are authorized to access any of your accounts and that such persons will be bound 
by the terms of this Agreement.  You further agree that each use of your E-Signature 
in accessing the Exchange Platform constitutes your agreement to be bound by the 
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terms and conditions of this Agreement, any policies and procedures adopted by the 
Pennsylvania Health Insurance Exchange Authority, and Federal and State Law.  
 
By accepting your affirmation and otherwise certifying you to operate on the Exchange 
Platform, PHIEA has electronically agreed to the terms of this Agreement.  The 
promulgation of this Agreement shall constitute the necessary legal signatures on this 
Agreement. 
 
The parties hereby agree not to contest the validity or enforceability of this Agreement 
executed electronically, or acknowledgment issued electronically, under the provisions 
of a statute of frauds or any other applicable law relating to whether certain 
agreements be in writing and signed by the party bound thereby. Any genuine 
agreement or acknowledgment executed or issued electronically, if introduced as 
evidence on paper in any judicial, arbitration, mediation, or administrative 
proceedings, will be admissible as between the parties to the same extent and under 
the same conditions as other business records originated and maintained in 
documentary form. Neither party shall contest the admissibility of copies of a genuine 
agreement or acknowledgments under either the business records exception to the 
hearsay rule or the best evidence rule on the basis that the agreement or 
acknowledgment were not in writing or signed by the parties.  An agreement or 
acknowledgment shall be deemed to be genuine for all purposes if it is transmitted to 
the location designated for such documents. 

 


