


Multi-factor Authentication (MFA)

Multi-factor authentication (MFA) is a way to further secure access to sensitive data by requiring an additional
verification method to access an account. Even if a user’s password is compromised, the bad actor will still be

unable to access the account without access to the additional verification method.

In Mid-2026, Pennie transitioned from Duo to Keycloak as the MFA provider. Keycloak utilizes time-out one-time
passcode (TOTP) for verification. TOTP is an MFA method where a registered app or device generates a 6-digit code
that changes every 30 seconds. After entering their username and password, the user must enter the current code

to complete login.

Users may use any standard TOTP-compatible application, including:

» Google Authenticator * Apple Password Manager

* Microsoft Authenticator * Other standard TOTP-compatible apps

* Duo (in OTP mode) * Browser-based authenticator extensions may also
work, such as Authenticator.cc for Chrome, Edge, and

e FreeOTP Firefox
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MFA First-time Setup: Mobile App Option

1. To set up your new MFA method, log in with your username and password as you would normally:

Login
Email Address

Password

Remember Me

Forgot password?

You will be prompted to set up multi-factor authentication. Select the Use an authenticator mobile app option.
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MFA First-time Setup: Mobile App Option

2. If you don't have one already, you will need to download a mobile authentication program from your

phone's app store.

3. Once downloaded, open the app. /n the app, select Scan QR Code.

» This should automatically open your phone's camera.

Depending on the app, this may a button with a QR code icon, an option titled “Add Account,” or
something similar.

= Authenticator Q +

e Enter a setup key =
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(Microsoft Authenticator) (Google Authenticator)
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MFA First-time Setup: Mobile App Option

Mobile authenticator

4. Once the camera has opened, scan the QR code on the computer setup

screen with your camera.
* A new account will be added to your authenticator app and O ey,
Immediately begin providing 6-digit codes.
5. Enter the code shown into the One-time code field on the setup
screen, then click Submit.

Note: There is a timeout of 5 minutes once you get to Step 3. If you don't

complete Step 5in that time, you will be asked to login again.
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MFA First-time Setup: Browser Extension Option

If you are unable to use a mobile phone for authentication, you can opt to use a web browser extension.
Login
Email Address

Password

Remember Me

Forgot password?

1.  As with the mobile app option, log in with your username and password, then select the Use an

authenticator mobile app option. .
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MFA First-time Setup: Browser Extension Option

2. With the TOTP setup screen up, open a new browser tab and go to authenticator.cc.
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E I :I Authenticator

o Two-factor authentication in your browser
.. ‘ Add to Firefox n MO
L L

Agdd e Checenie

Add 1o Edge

Select the option that corresponds with your browser.
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MFA First-time Setup: Browser Extension Option

3. Return to the Mobile authenticator setup tab.
4. Open the newly-downloaded browser . e

extension by clicking on the puzzle icon, then
Mobile authenticator

the QR scan icon. setup vt
* This will activate the QR code scanning = -y ‘F

feature within your browser.

pennie



MFA First-time Setup: Browser Extension Option

5. From here, click and drag your mouse cursor
over the entire QR code on the Mobile

authenticator setup screen.
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MFA First-time Setup: Browser Extension Option

6. If scanned successfully, you'll see a
confirmation screen that the username
has been successfully added. Click “OK" to
close window.

7. Reopen the browser extension by clicking
on the puzzle icon. You should now see a
o6-digit TOTP code.

» Click on the code to copy if to your
clipboard.

8. Click on the One-time code box and
paste the code.

9. Click Submit.
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